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Introduction 
 
This paper is based on a ‘Sussex Day’ presentation and discussion held on 13 March 

2006. It focuses mainly on the potential utility of biological weapons.  The difficulty of 

conceptualising how biological warfare (BW) agents could be used is a barrier to 

understanding the challenge they pose and, hence, the development of defences against 

them.   The absence of a general appreciation of the complex nature of biological 

weapons is an impediment to an appreciation of their wider significance with respect to 

international security.  Unless BW in all of its many forms is better understood and 

correctly factored into the global security equation, then related policies, not only for 

biological weapons, but right across the spectrum of strategic concerns, will lack 

relevance. 

 

Examples   

Unfortunately, it is not easy to understand BW.  It has many facets.  Some of the 

difficulties are illustrated by the following examples. 

   

Robin Cook was UK Foreign Secretary from 1997 to 2001 and thus in charge of Britain's 

non-proliferation and arms control policy.  In June 2003 he told the Parliamentary 

Foreign Affairs Committee1: 

"I would also make the point that biological agents such as anthrax are extremely 
toxic and a menace to anybody near them, but they were not weaponised [by 
Iraq], and if not weaponised cannot be used for military purpose.  We are 
fortunate in that it is not particularly easy to weaponise biological agents because 
weapons do tend either to explode or incinerate, which tends to have the effect of 
destroying the biological agent that they are carrying." 

 
This statement is comprehensively inaccurate.  In the first place, anthrax is not 

necessarily dangerous to handle.  For example, in WWII anthrax-laced cattle cakes were 

                                                 
1 9th Report of the House of Commons Foreign Affairs Committee, The Decision To Go To War in Iraq, 7 
July 2003, Oral Evidence and Appendix HC 813-III (ISBN 0 21 501309 3) Evidence of Mr Robin Cook 
MP in response to Question 25. 
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manufactured in Britain by workers at Porton Down with little more protection than cloth 

masks, rubber gloves and aprons.  There were no casualties during production. (They 

were never deployed).  Secondly, Iraq had previously weaponised anthrax weapons as 

bombs and missile warheads.  Third, effective 'exploding' weapons had been made by 

Britain as early as the 1940s.  Apart from which, the most important dissemination 

method is by non-explosive means - the spraying of an aerosol.  Remarkably, I am not 

aware that Cook's statement was ever challenged - by the government he was criticising 

at the time, or by anyone else. 

 

If, as some have suggested to me, the misunderstanding of biological weapons is less 

widespread in the United States, it does persist in some very influential quarters.  The 

July 2005 edition of the influential Carnegie Endowment's publication 'Deadly Arsenals: 

Nuclear, Biological, and Chemical Threats' 2 says: 

"One significant change in the new edition is that it no longer employs the term 
'weapons of mass destruction.' Though used widely by officials and the media, this 
phrase conflates very different threats from weapons that differ greatly in 
lethality, consequence of use, and the availability of measures that can protect 
against them. 
 
Chemical weapons are easy to manufacture, but they inflict relatively limited 
damage over small areas and dissipate fairly quickly. 
 
Biological weapon agents can be made in most medical laboratories, but it is very 
difficult to turn these agents into effective weapons, and prompt inoculation and 
quarantine could limit the number of victims and the areas affected. 
 
Nuclear weapons are difficult to produce, but one weapon can destroy an entire 
city, killing hundreds of thousands instantly and leaving lingering radiation that 
would render large areas uninhabitable for years. 
 
A failure to differentiate these threats can lead to seriously flawed policy." 

 
In general the Carnegie report is a valuable work of reference that carries several 

important messages.  It makes the important point that the term 'weapons of mass 

destruction' is usually unhelpful unless accompanied by careful qualification.  It is, 

                                                 
2 J Cirincione, J Wolfsthal, M Rajkumar, Deadly Arsenals: Nuclear, Biological and Chemical Threats, 
Second Edition (Pub: Washington DC: Carnegie Endowment for International Peace) 2005, p 13 (ISBN: 0-
87003-216-X) 
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indeed, important to differentiate the nuclear, biological and chemical threats, but that is 

not done accurately in this publication.   

 

Despite what is stated above, some significant biological weapons are as 'easy' to make, if 

not easier, than most chemical weapons.  The term 'not difficult' is preferable to 'easy' as 

both demand a degree of scientific or technical training and practice.  However, beyond 

that the extent of the 'difficulty' involved is critically dependent on the nature of the 

'weapon' being created which is in turn dictated by the intended context for its use, the 

degree of 'reliability' required, and exactly how 'success' in its application is to be 

measured.  For example, a terrorist might be more inclined to accept and try to use a 

relatively simple and less reliable weapon than a military commander would. 

 

Furthermore, defending against BW agents, whether by inoculation or other means, is far 

from straightforward.  It is simply not possible for many agents.  Where it is possible, it 

can be so complicated as to be impractical.   

 

The Carnegie statement also neglects some important points.  For example, at the more 

sophisticated end of the spectrum, many biological weapons can inflict primary damage 

over areas much larger than nuclear weapons.  Some can cause very long-term 

contamination.  This means that the potential impact on societies of some biological 

weapons is comparable with nuclear weapons - a message not entirely apparent from the 

Carnegie report. 

 
 
Misunderstandings and misconceptions 

So why are biological weapons so poorly understood?  There are a number of 

complicated inter-related factors. 

CW v BW 

It is a problem that chemical and biological weapons are often confused.  Contributing to 

this is that two distinct types of agent are classified as BW agent - toxins, which are non-
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living, and microorganisms or 'germs' which are 'live'.   It is confusing that toxins such as 

ricin or botulinum toxin are called BW agents.  Although, in origin they are the product 

of biological processes, they relate more closely to CW agents and several can be 

synthesised by purely chemical means.  Toxins poison or produce an effect that relates 

directly to the amount of them that enters the body.  In that sense they behave like 

chemical weapons and, although some 'toxins' are much more toxic than the most potent 

traditional chemical weapons, the quantities required to cause casualties in a given area 

are still much larger than for 'live' BW agents.      

 

Live microorganisms are very different in that the 'live' agent 'infects' the target.  That 

means relatively few microorganisms need to get into the body where they then multiply 

to cause disease and damage.  The detailed mechanism by which this happens varies from 

agent to agent and disease to disease.  One mechanism might involve the expression of 

toxins within the infected body.  Because of this the relevant toxins are of interest and 

may be studied in their own right, even when the biological agent of prime concern to a 

development programme is the live microorganism that produces them.   

 

To simplify things, unless stated otherwise in this paper, BW agents are considered 

to be live microorganisms. 

 

Range of Agents and Effects 

Even within the group of live BW agents there are great variations.  Some agents are 

lethal and others are non-lethal and some diseases caused by such agents will be readily 

transmissible from primary victims to others not directly exposed to the attack.  Other 

diseases are not easily transmitted beyond those directly exposed to the causative 

microorganism.  Within these sub-divisions there are a large number of potential agents 

with a wide variety of properties. 

 

Few Examples  

Perhaps the thing that makes it most difficult for modern policy makers to come to terms 

with biological weapons is that there have been few mature offensive BW programmes.  
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Britain's offensive BW programme ended half a century ago having reached a stage 

which would be considered relatively primitive today, in terms of current knowledge of 

relevant science and technology.  Furthermore, there is no truly significant and 

memorable example of the use of biological weapons that would compare with the 

nuclear weapons of Hiroshima or Nagasaki.  There are no spectacular films to compare 

with the numerous atmospheric atomic and hydrogen bomb tests caught for the record on 

celluloid.   

 
Absence of Offensive Programmes 

The implications for a nation's understanding of the BW threat of not having an up-to-

date offensive programme are significant.  The Holland Committee grasped the 

significance of the absence of offensive programmes almost a hundred years ago.  In 

1919, immediately after World War I it pointed out:   

"....it is impossible to divorce the study of defence against gas from the study of 

the use of gas as an offensive weapon, as the efficiency of the defence depends 

entirely on an accurate knowledge as to what progress is being or is likely to be 

made in the offensive use of the weapon." 

The history of the UK's programme provides an illustration of this. 

 

Perhaps as a result of the Holland advice Britain maintained an offensive BW programme 

for almost 40 years.  It was not until the mid 1950s that it, and the offensive CW 

programme, were halted.  Two main factors influenced the timing.  First, the decision 

coincided with the advent of an operational nuclear weapon capability.  Second, it 

happened before the significance of two major scientific and technical developments was 

understood.  One was the revolution in biotechnology and genetics sparked by Crick and 

Watson's unravelling of the double-helix structure of DNA which occurred at about the 

same time.  The implications of that for BW agent design and development were not fully 

understood for at least another decade.  The other was the development of a new 

understanding of aerosols and aerobiology which led to systems that could achieve wide 

area coverage of BW agent at 'useful' concentrations.  The importance of this 

appreciation should not be underestimated.  And it should be noted that it lagged the 
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demonstration of 'the atom bomb' by a decade.  The Americans were on to this more 

quickly than the British and it is interesting to note than in some of the last joint UK/US 

field trials of BW agents and weapons, the British were confused by the increasing range 

from the BW agent release point at which the Americans were placing their targets and 

detectors. 

 

Of course, the Americans were to continue their BW programme for more than another 

decade.  They conducted a huge secret programme of trials on land and at sea, fully 

developing a number of BW agents and several dispersal systems.  For example, cruise 

missile delivery was established as being of particular value.  The American programme 

went through and completed the whole complex procurement cycle for a number of 

agents and weapons and established production facilities and a small operational 

stockpile with surge capacity. 

 

Although out of the offensive game, the British did eventually grasp the greater potential 

and threat from wide areas of coverage achievable with BW agents.  Several major 

experiments were conducted using non-toxic simulant agents that were designed to 

behave in the same way as real BW agents.  These trials clearly demonstrated the 

vulnerability of UK, especially to clandestine and covert attack because such small 

quantities of agent were required to cover large areas and affect large numbers of people.  

Simulated agents were disseminated by spraying from small boats offshore, and from 

light aircraft, and using various hand-carried devices on the London underground and in 

other places. 

 

This seems to have prompted something of a re-evaluation of Britain's decision to 

abandon BW because a British Defence Secretary Denis Healey said the following to a 

House of Commons Select Committee in July 19683: 

"We have not felt it necessary, nor indeed did the previous [Conservative] 

Government, to develop a retaliation capability here [with chemical or biological 

                                                 
3 Evidence of the Secretary of State for Defence to the House of Commons Select Committee on Science 
and Technology, 18 July 1968. 
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weapons] because we have nuclear weapons, and we might choose to retaliate in 

that way if there were a requirement." 

 

It is important to remember that all this was the in the depths of the Cold War, the Soviet 

Union was viewed as a real strategic threat, and the context was one of defending against 

a perceived aggressor. 

 

Myths and Misperceptions 

The Americans were apparently reaching similar conclusions and this brings us to the 

next reason why BW is so poorly understood.  What appears to have happened is that the 

decision of the Nixon Administration to stop the US secret offensive programme was 

misinterpreted by some of those not familiar with the programme, as an indication that 

biological weapons had little value.  Since few knew about the existence let alone the 

results of the programme this included many of those concerned with international 

security across the world.  There is no evidence that the American government positively 

encouraged this view.  Indeed a good deal of the related debate took place in the public 

domain.  However, the government appears to have done little to correct or clarify it, 

possibly because there may not have been a clear awareness of the development of such a 

view, not least because it gained currency with the passage of time, subsequent events 

and changes of administration. 

 

President Nixon appointed Dr Henry Kissinger as his National Security Adviser when he 

took office in 1969 and the BW programme was one of several issues that were identified 

for early scrutiny.  Kissinger asked a former colleague at Harvard University, Professor 

Matthew Meselson, to assist him on this matter.  In 1998, Meselson shed some welcome 

light on the background to America's momentous decision to abandon biological weapons 

in a television interview4.  He said the perception conveyed to the administration by those 

familiar with the US programme and its results at the time, was:  

                                                 
4 Matthew Meselson, interviewed on US Public Broadcasting Service, Frontline 'Plague War' 1998 (find at 
http://www.pbs.org/wgbh/pages/frontline/shows/plague) 
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• BW weapons were extremely powerful. 

• Large areas could be covered and large numbers of people killed. 

• Biological weapons were cheap in comparison to nuclear weapons - the cost, 

effort and expertise required for their acquisition was much smaller than to make 

nuclear weapons.  (But it was no simple thing either). 

Meselson believes it likely that President Richard Nixon made the decision in 1969 to 

renounce the BW option for the United States because he recognised America was 

pioneering the development of weapons that would make it possible for a multitude of 

other states, and even non-state entities, to destroy the US.  Yet America had no need for 

such a weapon because it had the nuclear deterrent.  The argument put to the President 

appears to have been that these weapons would put into the reach of others, a capability 

which only America had at the time, which was to destroy whole countries, whole nations 

with biological weapons.  America had that capability with nuclear weapons which were 

much more difficult and expensive to acquire.  It would be folly to pioneer this easier 

alternative for other people to follow. 

So after the 1969 decision a myth appears to have begun to develop that the US thought 

of biological weapons as ineffective. This myth was reinforced in 1972 by the US 

decision to sign a 'toothless' Biological and Toxin Weapons Convention (BWC).   If it 

was aware of them, no effort appears to have been made on the part of the US 

government to correct any misconceptions - indeed that would have been counter-

productive to an important part of the rationale for the decision.  Those inside and outside 

government who knew better appear to have decided not to draw attention to the matter.  

The impression may have taken a stronger hold in Britain which was the prime mover of 

the BWC and which, in 1979, discontinued even the Microbiological Research 

Establishment which had been dedicated to the development of BW defensive 

capabilities.  The presumption was that no BW threat existed.  In the early 1980s, two 

much publicised accusations related to BW - the Sverdlovsk incident in the Soviet Union 

and the 'Yellow Rain' affair in South East Asia - were widely dismissed as the product of 

an overly aggressive Reagan Administration and a naive element of the US intelligence 

community inclined to exaggeration.  The result was that those who believed the potential 
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BW threat was being neglected found it increasingly difficult to advance their case.  Only 

after 'the genie escaped the bottle' and the world became increasingly aware of the 

potential of biological weapons through the exposure of the Soviet programme and 

Saddam Hussein’s capability in Iraq was a BW threat more seriously considered by a new 

generation of policymakers. 

Thus the myth that grew over a decade or more skewed Western, and even American 

perceptions of BW for twenty years.  Although this is fairly recent history, it is already 

easy to overlook the vast changes that have occurred in the last thirty years.  Reflections 

on decisions taken between 1969 and the end of the Cold War should fully recognise the 

context in which they were made.  The views outlined by Meselson, above, were made 

specifically in relation to the situation in 1969 when East-West tensions created a more 

clearly defined and constrained politico-military environment long before the great leaps 

in global communication and movement that we now take for granted.  

The 1969 decision is discussed mainly in terms of a threat from lethal BW agents.  

(Interestingly, as the US military programme approached its conclusion, an increasing 

amount of effort was being directed to non-lethal agents.  This aspect will be discussed 

later in the paper). 

 

Difficulty, Cost and Comparison 

The comparison of relative costs of each WMD system can too easily be made in terms of 

the traditional military 'industrial-scale' programmes that are typical of nations with 

highly developed procurement systems.  These aim to produce the ultimate in safety, 

reliability and efficiency, which is very expensive.  However, such constraints do not 

apply to all programmes.  Making a reliable and optimised biological weapon for a war 

between advanced nations will never be easy or cheap.  Doing the best you can in 

reduced circumstances generates a different equation. 

It is instructive to make comparisons for nuclear with biological weapons but it is 

important to compare like with like.  In the following table I make a rough comparison of 
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cost and of the ease or difficulty of achieving various key aspects, for a national 

'industrial' military capability: 

 

ASPECT NUCLEAR BIOLOGICAL 

Technical Complexity Very High Moderate 

Infrastructure Large, complex and 
dedicated 

Compact, less complex 
and dual-use 

Trials and Tests Systems tests but full 
nuclear test not 

essential for fission 
weapon 

Systems tests and Field 
Trials 

Size and Weight Significant factor Small 

Delivery Ideally missile, 
possibly aircraft 

Wide range of options 

Cost High Low 

Visibility to intelligence Higher Lower 
Detectability before attack Quite High Potentially Low 
 
In all regards, except the need for field tests, requirement for the development of 

biological weapons is lower or advantageous.  However, there is an assumption inherent 

in this comparison that we are comparing weapons required to perform the same or 

similar functions.  That will not necessarily be true. 

 

The following table is my interpretation of the utility of biological weapons in various 

scenarios - in war, transition to war and notional peace.  Notional peace or "peace" is 

when the opposition does not realise the war has started.  Lethal and non-lethal BW 

agents are compared. 
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SCENARIO LETHAL  
AGENT 

NON-LETHAL 
AGENT 

   
WAR   

Battlefield Limited Limited 
Civilian Targets Moderate Moderate - High 

   
TRANSITION TO WAR   

Military Infrastructure Moderate - High High 
Civilian Targets Moderate - High High 

   
"PEACE"   

Military Infrastructure Moderate - High High 
Civilian Targets High High 

   
 

The limited utility of BW agents on the battlefield relates mainly, but not exclusively, to 

the delay between the delivery of the agent and the effect it will eventually have.  

Depending on the agent, this delay can vary from several hours to several days.  The 

increasing utility as you move away from strictly military scenarios relates to the 

potential for covert and even unattributable delivery.  Non-lethal agents inevitably raise 

fewer suspicions but can present significant complications for the "defender" at both 

military and political levels. 

 

These are my best estimates.  When I had regular access to British military specialists, I 

had great difficulty in persuading them to find the time to contribute to my thinking about 

such matters and discuss them in terms of the military scenarios that occurred to them.  In 

modern, efficient organisations there seems to be little time to think 'outside the box' and 

military education on BW had been minimal.  Luckily my intelligence background meant 

I could obtain 'advice' from sources where offensive considerations on BW had been a 

feature of more recent military thinking. 
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Concepts of Use 

 

The most advanced thinkers about BW were undoubtedly in the Soviet programme and 

some strong indications on their perceived utility of biological weapons are now in the 

public domain. 

 

Vladimir Pasechnik5 was a Soviet BW expert, who defected to Britain in about 1990.  He 

made an interesting comment in this regard.  He told a Panorama programme when asked 

about how the Soviet BW capability would be used: 

"If you take, for example, a city with a population, say of 100,000 people, then I 

would say that it is very possible that in a very short time, say a week time, the 

preparation will be prepared to apply to the whole city, with effect that about half 

its population will be killed.   

If there may be subversive activity in the city much less quantity would be 

required for that.  Because it may be produced very easily and then applied in 

such a way that it would be very difficult to discover who had applied it.  User 

would deny it.  That had been discussed in Biopreparat." 

 

This comment illustrates that nations are likely to develop covert capabilities with BW 

that will have similarities with those more normally associated with terrorists.  However, 

a terrorist might be less concerned about the ease of attribution - he might even seek it.    

 

The WMD terrorist threat that provokes most comment from politicians is from nuclear 

weapons.  However, it is interesting to make the comparison between the cost and 

difficulty of acquiring nuclear and biological weapons for a covert capability rather than 

the military/industrial capability given above. 

                                                 
5 Pasechnik was the head of a large laboratory complex in St Petersburg dedicated to offensive BW 
development. 
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ASPECT NUCLEAR BIOLOGICAL 

Technical Complexity High Moderate to low 

Infrastructure Moderate and 
dedicated 

Small and relatively 
straightforward 

Trials and Tests Trial and error Trial and error 

Size and Weight Significant factor Small 

Delivery Challenging Straightforward 

Cost High Low 

Visibility to intelligence Moderate Very Low 
Detectability before 
execution 

Quite High Potentially Low 

 

At the covert level of application, biological capability is much less difficult and less 

costly to acquire than nuclear weapons for a terrorist or a nation, in every regard.  There 

is no doubt that most national covert capabilities would be better resourced and there 

would be more scope to perfect an efficient and effective capability, but the scale of the 

activity would still be such as to make a programme quite easy to conceal. 

 

The terrorist would probably tend to use trial and error, and tolerate a few failed attempts 

along the way.  There are illustrations of this terrorist attitude - the World Trade Center 

attacks, Aum Shinrikyo experiments with nerve gas in Japan and the anthrax letters of 

2001 in America. 

 

After Vladimir Pasechnik gave us his thoughts on the utility of biological weapons and 

after the fall of the Warsaw Pact and the Soviet Union, the Foreign Intelligence Service 

of the Russian Federation gave us some more information about its perceptions of the 

utility of BW.   Certain aspects of an official document on proliferation6, signed off by 

                                                 
6 Foreign Broadcast Information Service translation of a report of the Foreign Intelligence Service of the 
Russian Federation, Moscow 1993: "A New Challenge after the 'Cold War': The Proliferation of Weapons 
of Mass Destruction." 
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Yevgeny Primakov7 chime closely with what Pasechnik had said.  Their report says that 

'the tendency towards  broad dissemination of biotechnologies (having dual use as a 

rule)' are fuelling proliferation of BW and it draws attention to their potential for 

'subversive and terrorist purposes'.  It notes that only 'small initial stockpiles' are needed 

because 'large-scale production of biological weapons can be set up over the course of 

several weeks'.  It adds that, whilst for a nuclear weapon the 'complex infrastructure [is] 

difficult to conceal' for 'biological weapons [it] is barely noticeable through visual 

detection'.  It follows that 'the indispensable role in detecting ......biological weapons 

belongs to the human factor..... human intelligence.' 

 

And of course, this is why it is difficult for intelligence to be sure that a country does not 

have a biological weapons capability, especially if it has previously had one, as was the 

case for Iraq.  It remains true for Russia.   

 

Perhaps most significantly, in Primakov’s Russian proliferation report, the first identified 

in a list of indicators of the presence of biological weapons development was: 

'the existence of programs for training troops, special subunits or intelligence and 

sabotage groups, for operations with the use of biological weapons.' 

 

This adds to the growing list of reasons why biological weapons are so poorly understood 

- there are a number of quite different concepts for their use.  This theme can be further 

developed and again the Russians have provided further assistance.  A statement in 1987 

by a senior Soviet apparatchik, Valentin Falin, the head of the Novosti Press Agency 

appears to demonstrate one idea.  He said, "We won't copy [the US] any more, making 

planes to catch up with your planes, missiles to catch up with your missiles.  We'll take 

asymmetrical means with new scientific principles available to us.  Genetic engineering 

could be a hypothetical example.  Things can be done for which neither side could find 

defences or countermeasures, with very dangerous results.  If you develop something in 

                                                 
7 Primakov, a career KGB officer, was appointed Head of Russia's Foreign Intelligence Service in 1991.  In 
1996, Boris Yeltsin appointed him first Foreign Minister and later Prime Minister. 
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space, we could develop something on earth.  These are not just words.  I know what I am 

saying."   

 

The context is important.  Falin was accompanying President Mikhail Gorbachev on a 

visit to the United States.  He said this in a news interview against the background of 

Soviet concerns about President Reagan's 'Star Wars' missile defence programme.  A 

reasonable interpretation of this is that it was an attempt to use BW as a deterrent - put 

crudely, 'You might be able to stop our nuclear missiles but our BW would get you.'  

Whilst, at the time, this might have been considered an idle threat, it was the subsequent 

revelation of the nature and extent of the Soviet programme that suggested Falin might 

indeed have known what he was saying, and provided one possible reason why the BW 

programme was boosted in the 1980s after the election of President Reagan.  Current 

Russian President Vladimir Putin made a similar argument against the invasion of Iraq in 

2003 when he said any attempt to eliminate Iraq's WMD was irrelevant to the war on 

terror.  He argued that even if Iraq's overt WMD capabilities were eliminated it would not 

greatly impact the overall threat, especially from BW. 

 

I have no doubt that the Soviet offensive BW programme was all-embracing - covering a 

whole range of concepts of use.  In the early 1990s, Western intelligence lifted the veil on 

a part of it - the military/industrial programmes.  But Kanatjan Alibekov8, better known 

these days as Ken Alibek, tells us that that the Chairman of the KGB at the time, 

Vladimir Kryuchkov, was quite prepared to sacrifice the military programme to keep the 

rest.  The Trilateral Agreement between the US, UK and Russia offered a way of 

exploring the situation more widely but foundered on Russian obfuscation and American 

and British reluctance to undermine successively the governments of Gorbachev and 

Yeltsin.  These were, and still are, sensitive times for the stability of Russia. 

 

The other national BW programme we have had some visibility of belonged to Saddam 

Hussein's Iraq, but there is rather less evidence of the envisaged concepts of use.  When 

                                                 
8 Alibekov was deputy Head of Biopreparat, a Soviet organisation dedicated to the development of 
offensive BW capabilities. 
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they eventually admitted to it in the mid 1990s, it proved to be more extensive than 

intelligence had estimated in 1991.  They eventually acknowledged that they had 

weaponised anthrax spores and botulinum toxin, as had been suspected by intelligence.  

Despite all that has been learned by the Iraq Survey Group after the 2003 invasion, it is 

still not clear how sophisticated the programme was.  We have known since the mid 

1990s there was research on an anti-crop agent (wheat smut), on non-lethal agents 

including a viral incapacitant (rotavirus) and on aflatoxin (a fungal toxin).  The latter was 

declared by Iraq to have been filled into weapons but neither agent or its weaponisation 

had been detected by intelligence.  Because of Saddam's unilateral decision to destroy 

BW agents and weapons unsupervised by UNSCOM this aspect of the declaration has 

never been properly confirmed.  However, assuming it to be true, did this range of 

interests reflect careful thinking about the broader range of applications for BW?  If so, it 

suggests a range of concepts for use including economic or indirect targeting.  Or did it 

simply represents more random developments based on partial knowledge and available 

materials and expertise? 

 

The Iraqi interest in aflatoxin illustrates this problem.  Aflatoxin has been dismissed by 

most as an ineffective agent, having only low acute toxicity and a long term carcinogenic 

effect.  However, the toxin does have strong immuno-suppressant properties and as such 

could be of real interest to an offensive BW programme.  Depression of the immune 

system by aflatoxin occurs within the incubation timescale of several disease causing 

microorganisms.  Thus it could be used to enhance the effect of otherwise innocuous 

agents or to increase the susceptibility of a population to naturally occurring disease.  For 

deployed troops that could be very important.  The modulation of the immune system in 

general and an interest in aflatoxin and other mycotoxins could be relevant to more 

advanced concepts of use and agent development.  On the one hand Iraqi interest in this 

agent raises suspicions that some of their BW thinking was quite advanced.  On the other 

hand loading it into ballistic missile warheads, as they claim to have done in 1991, makes 

little obvious sense. 
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In the build up to the invasion of Iraq in 2002/3 there was a concern, but no direct 

indication in intelligence, that Iraq had retained some BW capability backed by more 

sophisticated thinking.  Could Iraq have chosen a way of using BW against US/UK 

forces that would have challenged military and political decision-making?  There were 

concerns that the use of a non-lethal agent, covertly delivered against assembling forces 

before the invasion commenced, could cause widespread incapacitation and reduce 

military capability.  Politically, it would have been difficult to justify escalation to deal 

with such a development on the grounds of proportionality. 

 

Beyond the Iraq problem there was and is the terrorist dimension which, to some, has 

been greatly exaggerated.  But the invasion of Afghanistan in late 2001 led to the 

discovery of an Al Qaida laboratory near Kandahar that was designed for BW agents 

preparation.  Osama bin Laden's first lieutenant, the Egyptian medic Ayman al Zawahiri, 

was in charge of the BW objective.  There was ample evidence that he had recruited one 

or more PhD level experts.  Documentary evidence showed they were looking in the right 

places and had the right ideas.  The laboratory appeared to be a training facility for 

operatives rather than a production unit.  The concept may have been one of preparing 

individuals to disperse carrying only the necessary feed-stocks and minimal equipment to 

the locations where they would produce enough agent to commit acts of bioterrorism.  

This aspect of Al Qaida's approach should not be confused with the more general training 

of 'lower grade' terrorists in larger numbers who were given more rudimentary 

instruction, including in the production of poisons. 

 

Summary 

For BW 

 

Clearly, there is the need for policy-makers to understand the full range of BW risks 

described above and others that may be on the near horizon.  The barriers to 

understanding BW that have been elucidated may be summarised as follows: 
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 Confusion between CW and BW 

 Two distinct types of 'BW' agent – toxins, microorganisms 

 Two main effects – lethal, non-lethal 

 Numerous BW agents in all categories 

 Few mature offensive BW programmes 

 Myth/Misperception of the 1970s and 1980s 

 Different types of offensive programme - Advanced (industrial) military/ 

Primitive military/Covert (state or non-state) 

 Various Concepts of Use – including anti-human, anti-animal, anti-crop 

 Reluctance to acknowledge BW 

 

For WMD 

 

The BW problem is more complicated than its nuclear equivalent but just as dangerous.  

Additionally, there is a need to think about BW in a nuclear context and visa versa.  The 

potential advantage of possessing both nuclear and biological weapons appears to have 

been well understood by the Russians.  As discussed above, it seems likely that they tried 

to exploit it in an advanced and sophisticated way to deter President Reagan's 'Star Wars' 

ballistic missile defence programme.  There are other concepts for the strategic use of 

biological weapons in an environment that includes nuclear weapons.  For example, a 

state which possesses a nuclear deterrent might be inclined to make limited overt use, or 

more comprehensive covert use, of BW agents for subversive purposes.  It may feel its 

nuclear weapons would act as the ultimate deterrent to retaliation in the event of the 

attribution of its use of biological weapons.  It would be difficult for a country like 

Britain to respond with nuclear weapons to an attempt undermine its economy with 

biological attacks on its agriculture.  Foot and mouth virus, Gumborro disease or some 

other avian flu virus would all be credible possibilities and could have an impact at the 

strategic level.   
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I have already given an example of how a smaller state might try to resist military 

interference by using non-lethal BW agents by explaining some of the concerns that 

existed in relation to Iraq before the invasion.   

 

The British and American governments assess the greatest security risk at present is the 

use of 'WMD' including BW agents by an al Qaida related terrorist group.  So far as a 

'WMD' threat is concerned, the least challenging way for entities such as al Qaida to 

generate the large numbers of casualties we know it seeks would be BW.  Such an attack, 

somewhere in the world, seems inevitable.  It may be that the first attempts will be flawed 

and inefficient but, as with the anthrax letters they will probably cause great disruption.  

There is always the possibility of the first succeeding.  If not, terrorist organisations have 

a reputation for patience. 

 

If the WMD threat from terrorists with a global reach is the immediate challenge, there 

could be another close at hand from Iran.  Arguments about Iran's nuclear aspirations 

have been largely one dimensional in WMD terms so far.  It is argued at the highest 

political level in Britain and America, and widely supported by commentators, that Iran 

cannot be allowed to acquire nuclear weapons and become a threat.  Questions about its 

susceptibility to deterrence are brushed aside by vague references to nuclear terrorism 

and the 'war against terror'.  Most recently there has been an increasing entanglement 

with the Israel/Lebanon/Palestinian problem. 

 

However, there has been no mention of the danger of provoking Iran into using terrorist-

type BW attacks9.  Perhaps it is a potential problem that has not been recognised but 

there is also the possibility that public discussion of BW and how it might be used is 

constrained for fear it might stimulate terrorists to pursue such methods.  Of course, the 

reluctance to talk about BW contributes to the poor understanding of the problem.   

 

There are undoubtedly problems about promoting interest in weapons and capabilities in 

those you may wish to remain in ignorance of them.  However, there is a tipping point 

                                                 
9 Brian Jones, London Review of Books, Volume 28 Number 12, 22 June 2006, pp. 31-33. 
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where such ignorance interferes with the processes that might reduce risk of BW attack 

and consequence management.  In recent years, politicians have shown little reluctance to 

discuss the threat and to publicise 'successful' interventions that are said to have 

prevented such attacks.  I suggest, therefore, that the nature of the threat in all it forms 

should be a matter for debate and public education whilst keeping the detail that would 

assist a terrorist to a minimum. 

 

END 
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